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“If it sounds too good to be true, it almost always is”

Victims of fraud and cybercrime experience significant emotional, physical
and financial harm. Research shows that 86% feel anger, 73% experience
stress and 63% anxiety. Over half (57%) suffer financial loss. More
serious impacts are also reported, with 18% experiencing depression, 3%
having suicidal thoughts and 1% self-harming. Day-to-day effects are
common, including reduced trust in others (48%) and a decreased
willingness to use the internet (29%) (UK Government, January 2025).

As Jane Parsons, Consumer Expert at Citizens Advice, explains:
"Too often, people feel guilt, embarrassment, or even shame, which stops
them from reporting what has happened. But the reality is that anyone
can be caught out by a scam.”

Each year, the Citizens Advice national team runs Scams Awareness
Fortnight to educate and protect the public from scams, fraud and
cybercrime. The campaign provides online and printed resources for local
offices to distribute. The national campaign in 2025 took place in October.

Citizens Advice Exeter participated through social media activity, office
displays and posters, and by hosting three public engagement events
across the city. These events aimed to raise awareness, educate the
public and hear directly about people’s experiences. We invited Trading
Standards South West to join us at these events, which were held at
Princeshay Shopping Centre (over two days), Barclays Bank on Bedford
Street (EX1), and Morrisons Supermarket on Prince Charles Road (EX4).

We spoke to over 130 people and distributed more than
100 Trading Standards South West "Be Scam Aware”

booklets, as well as providing advice on how to spot, avoid, SCAM
stay safe from and report scams. KWIQE}

This raising awareness work is continuing through our SPOT - AVOID - REPORT
Roadshows, taking place across the city in January, tssw.org.uk/scamwise
February and March 2026. For more information about

these, please contact Sue Julyan at

Sue.Julyan@citizensadviceexeter.org.uk.
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Clients told us stories of:

Winter Fuel scams: Several clients have received texts from the ‘DWP’ about
Winter Fuel allowance entitlement.

Parking fine scam: One client didn't get caught as she doesn’t have a car.

Bank account hack: After receiving a phone call from the 'bank' asking security
questions, a client gave over £1,000. The bank refunded money as it was
a scam.

eBay Scam: A client ordered an electric bike on eBay and it never arrived.

Identify fraud: A client found out he was a victim of identity theft when he tried
to get a mortgage. He had to renew all key identify info (bank, credit
cards, driving licence etc), it took him over 6 months to resolve the issue.

Cold Calling: A client has been cold called to say his Home Alarm he wears on
his wrist will no longer work now his landline has been switched to digital and he
needs to pay to upgrade it. The client thought it might be a scam and so put the
phone down. However, it may well have been a genuine call and client has
made himself vulnerable due to anxiety and fear of being scammed.

Romance Scam - a client's friend’s mum was in an online relationship, and had
given the 'new' partner £2,000+. The client’s friend’s mum is a Jehovah's
Witness, and the online friend has said he is a Jehovah's Witness, she believes
him adamantly, it is causing relationship breakdown between mum and
daughter.

Mobile phone scam: A client is continually getting texts saying he needs to
review or upgrade his PDF status and pay a subscription or he won't be able to
open any PDFs. The client doesn't believe this and so is ignoring it. They
continue to open PDFs without any issue but are worried it could be true.

Email hacking: A client has had emails hacked. He had to close his account and
re-open it, and hasn't been able to access any emails for the last 10

days. Worried as he accesses his emails on his phone. He doesn't have banking
Apps on his phone so feels ok financially. He can’t sort it himself so is having to
pay someone to help him.

Client's mum has dementia and has been exploited by cold caller: A

client’s mum has been scammed into paying a monthly direct debit of £185 to
'maintain her guttering etc' but the company never comes, just takes the
money. The client has been to the bank to ask them to stop the d/d but they
won't as the account isn't in his name and he doesn't have POA.

Scam call: A client was told by a caller that his grandson has been arrested and
needed help. They said that he would need some money to get things

sorted. Client doesn't have a grandson so knew it was a scam. He reported the
call to the police.
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